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Abstract

Currently there has been an increase in insecurity and burglaries to homes, buildings, and various social places, which
has led to search and implementation of mechanisms to protect people and these sites. In this way, houses with Physical
Security Systems (PSS) are less affected by these events, and thanks to the technological advancement and the
appearance of the Internet of Things (10T), these systems has improved too much, being able to supply several needs
with new functionalities, which are possible by new devices and technologies. In this sense, is desirable to resolve the
question about what are the most used 10T devices and technologies in different PSS designs? Thus, the purpose of
this article is to present the results of the literature review made, which sought to identify the common items used in
modern loT-bases PSSs, highlighting the advantages, disadvantages, and limitations of the implemented systems.

Keywords: control access system, CCTV, Internet of Things, 10T, motion detection sensors, security, RFID.

Resumen

En la actualidad ha habido un incremento en la inseguridad y robos a viviendas, edificios y diversos lugares sociales,
lo que ha llevado a la basqueda e implementacién de mecanismos que permitan proteger a las personas y a estos sitios.
De esta manera, las casas con Sistemas de Seguridad Fisica (SSF) son menos afectados por estos hechos, y gracias al
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avance tecnolégico y la aparicion del Internet de las Cosas (10T) dichos sistemas han mejorado bastante, llegando a
suplir varias necesidades con funcionalidades novedosas, que son posibles por los nuevos dispositivos y tecnologias.
En este sentido, es deseable resolver el cuestionamiento sobre ¢cuales son los dispositivos y tecnologias del 10T mas
comUnmente utilizados en diferentes disefios de SSF? Asi pues, el proposito de este articulo es presentar los resultados
de la revision literaria hecha, en la que se busc6 identificar los elementos comunes utilizados en los SSF modernos
basados en 10T, destacando las ventajas, desventajas y limitaciones de los sistemas implementados.

Palabras clave: CCTV, Internet de las Cosas, 10T, seguridad, sensores de deteccién de movimiento, sistema de control

de acceso, RFID.

1. Introduction

During the last few years, the growing concern in
themes concerning security issues in all fields of
life have increased, with the increment of
different problems related to thefts to properties,
houses, buildings, etc. 2, a situation that opens a
panorama for the integration of current
technology to guarantee the protection of both
material goods and people's lives, and at the same
time generates challenges for the construction of
systems that can provide a solution.

Studies show that houses without security
systems are more likely to be burglarized, with
about 2.5 million thefts worldwide, of which 66%
corresponds to dwellings ®. Thus, despite that,
the object or stolen value is only a small part,
generates and grows a feeling of worry that can
last years ©. For these reasons, it is necessary to
find a solution that contributes to mitigating crime
@, 1t is remarkable now, that thanks to the Internet
of Things (loT) new characteristics and
possibilities have been enabled for the Physical
Security Systems (PSS).

The goal is to address the question of what are the
most used loT devices and technologies in
different PSS designs? Therefore, the purpose of
this article is to carry out a Systematic Literature
Review (SLR) in conjunction with a systematic
mapping 9, that allow identifying various
systems that have been proposed and developed
today, based on loT devices and technologies,
searching to highlight the advantages,
disadvantages, and limitations that the authors

have found, to finally present a base model that
includes the most highlighted considerations.

1.1. General aspects of the Internet of Things

IoT as a growing paradigm is an ongoing mega-
trend @ in which the number of devices ™ have
increased exponentially, being able to build a
wide range of applications that seek to improve
the work and facilitate the lifestyle by integrating
new capabilities and systems automation ©,

Nowadays, the world is moving towards the
concept of “Future Internet”. The advent of the
Internet of Things has led to a new wave of
potential applications that could play an important
role in daily life ¢19, changing and improving
different aspects of it.

The Internet of Things allows the virtual and
physical worlds to be brought together by various
technical and social concepts, in addition, it is a
paradigm that connects things, entities, or objects
(like vehicles, buildings, systems, and people) in
global network infrastructure, exchanging data of
interest to complete several tasks (buildings
security, traffic control, patient monitoring,
among many others) 13,

In @ is describe the principle and framework that
suggests the use of 10T protocols for the machine-
to-machine communication (M2M). That study
proposes a multi-layer framework; sensing layer
(sensors), network layer, and application layer.
This provides the basis for the subsequent
proposal of the 10T architecture, separated into 4
levels 19, At the first level (sensing or perception)
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are the devices that interact directly with the
physical environment. At the second level
(augmented or collection) are the devices that are
responsible for receiving data from the sensors,
and then send them to the next level for
processing purposes. The last level is where the
information is stored and made available to users
for direct use 9,

The Internet of Things supports both pervasive
and ubiquitous computing, with various devices
(RFID Radio Frequency Identification tags,
sensors, actuators, cell phones, etc.) being the
core of the architecture @7,

In recent smart city applications, there is a large-
scale deployment of cameras and other sensors
that act as an eye of a sensory network that
includes intelligent transportation, lighting,
health, environment, and disaster management (8-
22 demonstrating the great potential that 10T has.

1.2. Physical Security Systems

One of the fields that have seen the emergence of
new systems is physical security. The new
devices and elements created have made it
possible to extend the capabilities of older
Physical Security Systems (PSS), and nowadays
have more robust applications that integrate a
group of different components ?®, as shown in
Figure 1. New trends are increasingly seeking to
create more proactive systems @4 that allow the
ability to react to different situations.

Figure 1 shows the most common components
that are integrated into a PSS, of which the
following subsystems stand out: access control,
motion/intrusion detection, surveillance or video
monitoring  (CCTV),  alarms/notifications,
lighting, and communication. These components
can be grouped in systems such as; access control
systems for the access control subsystem and a
perimeter security system that groups the rest of
the components excluding the communication

subsystem, which is independent (it is in both
groups).

Different traditional PSS present problems and
limitations that expose vulnerabilities to possible
thefts, loss of information, infiltration, and others,
which demonstrates the need for constant
updating. Examples of these systems are the
traditional Closed-Circuit Television (CCTV)
that consumes more energy and storage space, as
they must record 24/7 and also need a lot of
human intervention in the middle to can have the
backup information in the cloud @, There are
also smart cameras, current devices used in many
loT applications ©?®, in which security and privacy
have become a concern due to their widespread
deployment @%, which can more easily violate the
basic security objectives for a smart camera ¢7:2%),

On the other hand, considering traditional card-
based Access Control Systems (ACS), these have
many problems @, related to the limited
capabilities and old designs of readers, cards,
protocols, and servers 034,

2. Methodology

The present research was divided into two phases:
the first phase of Systematic Literature Review
(SLR) and another of systematic mapping ©9.
Initially, the first phase arose within the
framework of the execution of an innovation and
technological development project that is part of
a call for proposals from the Ministry of Science,
Technology, and Innovation (Minciencias). The
project in question aims at building a physical
security system for horizontal property based on
IoT devices, a purpose for which a specific
objective required the construction of a state of art
in the particular subject of study.

On the other hand, seeking to contribute even
more to the project and extend the initial phase
carried out, a second phase was carried out in
which the systematic review was extended to the
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Figure 1. Example of component structure of a PSS. Source: Adapted from @3

Table 1. Main articles analized together with the given classification of subsystem in a PSS

Article

Category

A Proposed System for Security in Campuses using loT Platform: A Case Study of

a Women's University ¢

Access control

AgentPi: An loT Enabled Motion CCTV Surveillance System @4

Perimeter security

An Automated Garage Door and Security Management System (A dual control

system with VPN 10T & Biometric Database) ©*

Access control

Design and Implementation of an Automated Security System using Twilio

Messaging Service @

Perimeter security

Intelligent Border Security Intrusion Detection using 10T and Embedded Systems

(36)

Perimeter security

Internet of Things Based Intelligent Security using Android Application @

Access control

loT and Wi-Fi Based Door Access Control System using Mobile Application €7

Access control

loT-Based Online Access Control System for Vehicles in Truck-Loading Fuels

Terminals @2

Access control

Low-Cost Energy Efficient Smart Security System with Information Stamping for

loT Networks 9

Perimeter security

Smart City Management System using loT with Deep Learning @8

Perimeter security

Source: Own elaboration

main references cited in the works found in the
previous phase, achieving with this a greater
temporal coverage (the first phase was framed in
only analyzing works after 2017). For these
references, a systematic mapping of key terms
was made, which allowed the identification of the
different devices and technologies used in this
type of systems, together with their advantages,
disadvantages, and limitations.

In compliance with the specific objective already
mentioned (on the construction of a state of the
art), in the first phase, 10 articles were selected
(see Table 1) to cover equally the different
subsystems, which are classified in the categories
of access control or perimeter security, and to
which an in-depth analysis was made to give an
idea of the key aspects, devices and loT
technologies that are included in modern physical
security systems for horizontal property.
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In Table 1, is detailed and explained all the
process carried out for the development of the
first phase in question.

2.1. Databases consulted

As a part of the development of this phase, access
to the various databases provided by the
Technological University of Pereira was
available, in which, scientific research articles
published in journals and conferences were
searched. The main database consulted, from
which most of the articles were obtained was
IEEE Xplore, since it contained the largest
number of results with proposed systems similar
to the desired development of the project. Also, a
single relevant result was obtained from Elsevier's
Scopus database.

Additionally, for the second phase, other sources
of information (online journals, databases, and
repositories)  were  accessed, such  as
ResearchGate, Semantic Scholar, ScienceDirect,
Google Scholar, Springer, Google Patents,
Computer, IJARCSSE, and ACM.

2.2. Text strings used in the queries

For the different queries made in the first phase
terms and keywords of the particular subject of
study were used in various combinations, as
shown below:

(loT-Based OR loT based OR Internet of Things
OR 10T) AND (physical security) AND (system)

(CCTV OR surveillance) AND (intelligent OR
smart) AND (system)

(loT-Based OR IoT based OR Internet of Things
OR 10T) AND (door OR entry) AND (control
access)

(Intelligent OR smart) AND (security system)
2.3. Article selection criterions

Within this phase for each article, an initial review
of the abstract, keywords, introduction, and

conclusions was carried out to identify the
relevance of the article and then move on to its
detailed analysis. Among the selection criteria
before the preliminary reading mentioned above
are year preferably after 2018 and maximum
2017; the coincidence of keywords with other
articles; in the abstract, a good structure is
evidenced,; in the introduction and conclusions an
appropriate methodology, good bases, and
references, as well as relevant results are
appreciated.

2.4. Analysis of articles

For the 10 articles initially selected, we reviewed
in detail the problem they solve, their
methodology, approach, devices, and
technologies used, their results, and, finally, their
conclusions. In addition, in the review process,
the main important references that are of interest
for extension in the search and study of the second
phase are extracted. These are then consulted and
analyzed (in less detail), seeking to extract in brief
the key items used for their solution together with
the results.

It is noteworthy that from these 10 articles a total
of 40 additional references were selected for
consultation and analysis in the second phase.

3. Results
3.1. Physical Security Systems based on loT

Being less frequent and at the same time, the most
complete and costly systems are those used in
border areas. In these areas, harsh geographical
conditions make access and monitoring difficult.
D. Alshukri et al. ®® implemented a system for
intelligent security with intrusion detection
capability using loT and embedded systems,
employing a set of sensors, actuators, and
controllers. The overall control of the system for
the various devices is performed using the
controllers Raspberry Pi and an ESP8266. FLIR
thermal cameras (Lepton) and a night camera
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were deployed along with a motor, thus allowing
180° scanning. The night camera was
accompanied by a spotlight and a laser gun that
facilitate surveillance under various conditions.
PIR, sound, and motion sensors were used for
detection and subsequent activation of an alarm
and an electric fence at the border. Finally, it
should be noted that dual-channel wireless and
wired network is used to ensure communication
with the control center. This system has
advantages in terms of ensuring surveillance and
detection under various conditions such as
darkness, fog, and rain, as well as scanning the
entire area.

Other solutions for border security employ
autonomous robots equipped with various types
of sensors (PIR, ultrasonic, gas), cameras, and
even laser weapons to open fire. Some of these are
based on the Android system and are controlled
by embedded systems. For communication and
sending commands to these, the use of Bluetooth,
wireless, and GSM technology is identified %44,
This type of solution has the advantage of
requiring less human intervention (in this case
from the soldiers at the border) for taking actions
(since the robot-controlled from the command
center can perform various actions such as firing),
however, the disadvantages are that they are
expensive systems besides that the entire system
or security is centralized in the robot.

Now, for the most frequent perimeter security
solutions, video surveillance systems such as
CCTV are implemented, for which, it is proposed
that only events of interest should be alerted “®,
thus, in 2009 and 2011 ©“548) were proposed
intelligent surveillance systems by motion
detection to save on the great consumption of time
required by normal video surveillance systems.
Bahman A. Sassani et al. ?» propose a CCTV
surveillance system (AgentPi) with motion and
anomaly detection capabilities without the need
for the use of physical sensors (achieved through
the use of image subtraction algorithms), live

video transmission for both local area network
and remote networks, and also the activation of
notifications by mobile means. For the
construction of the system prototype, they
considered: for processing a Raspberry Pi 2
version B and an evolutionary System on Chip
(SoC), for the main storage a microSD card, a 5-
megapixel Omnivision camera module, and an
Android phone with the SMS server application
for sending alerts. The software used is mainly
open source, such as the Raspbian operating
system, the Xvid Codec library, and the image
processing algorithms OpenCV. The main
advantages that can be found are the low cost and
storage since the use of physical sensors is
avoided, mainly open-source elements are used,
and saving all the time is avoided. On the other
hand, the main disadvantage is that the system
remains on all the time, a situation that can
generate cost overruns due to power consumption.

Prasad et al. “” designed an intelligent monitoring
and surveillance system using Raspberry Pi and
PIR sensors. In their development they were able
to effectively make the USB camera start
recording when the PIR sensors detect motion,
thus allowing to save in the amount of
information to be stored. In addition, by using the
system they can send information about how
many people might be trying to break in.

In ® alow energy consumption system was built,
to look for economizing and save in the storage
space. In their implementation they managed to
make the cameras turn on only when motion is
detected around them and to reduce the storage
space, they developed a model (in Python
language), which allows stamping in each frame
of the video the date and time of the event,
achieving integration of unstructured and
structured data. Also, they propose an adjustment
in a parameter in the system (it can be the time or
space occupied) that allows establishing when to
upload the information back up to the cloud. As a
disadvantage in this implementation, it is found
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that other security elements such

alarms/notifications are missing.

as

In @ for the problem of lack of physical evidence
@ they propose a security system similar to the
previous one, differing in the capture of images in
burst to increase the probability of obtaining the
image of the intruder, and in that they send an
alert (SMS) and image to the e-mail using the
Twilio messaging service “® to the owner
neighbors respectively. A similar system
differentiated using GSM communication
technology is also proposed in “9),

Another research proposes a system consisting of
a panic button with an easily accessible location
for users, which when is pressed sends a pre-
recorded message along with the GPS location to
the police. It is implemented using an ATmegal6
microcontroller, a SIM900A GSM module, and 2
Android applications for interfacing with the
hardware ©%. The advantages of this system are
the sending of the message to the police, its
simplicity, and economy, although its main and
great disadvantage is the need to manually press
the button in emergencies.

In Y some prototypes for Intelligent Home
Security Systems (IHSS) are described and they
propose a fully automatic system with robots and
Unmanned Aerial Vehicles (UAVS). The system
had high performance; however, it turns out to be
too expensive to be implemented in homes.

The oldest works observed, in 2010 ©2 and 2002
3 developed alarm security systems using
technologies such as Bluetooth, GSM, Light
Dependent Resistors, and Zigbee.

One of the recent research works proposed a
smart home wireless security system, which sends
an alert call to the user, thus, the user does not
require any knowledge about a smartphone
application. It is also possible to optionally
activate the function to generate an alarm in case
of intruder detection. For such implementation,

they used the TICC-3200 Launchpad
microcontroller, and for detection a PIR infrared
sensor . Their design choice is low cost and
simple but has the disadvantage of not having
added any functionality that allows the system to
collect physical evidence or details of the
intruder.

More recently, several research areas have been
opting for the inclusion of Machine Learning and
Deep Learning models that seek to extend new
capabilities to systems. This fact for PSS is not an
exception. Shubham Jain et al. ©® carried out a
work in which they designed a smart city
prototype that includes a component of intelligent
streets with automatic lighting and equipped with
an intelligent CCTV system that using a
Convolutional Neural Network (CNN) model
together with an image classifier manages to
detect the presence of weapons and subsequently
send an alert message to the authorities. For this
implementation, PiCameras were used to capture
images and locations at regular intervals.
Regarding the training method used, the choice of
the supervised learning © approach is evident,
and in the image classifier (built with a pre-
trained neural network ©9) to obtain better results
augmentation and dropout processes are used.
Their implementation presented a good result,
reaching results on the test data set accuracy of
87%. This type of system is among the novelties,
it opens a new trend and range of possibilities,
although they still present certain limitations and
difficulties for their implementation.

Next, moving from perimeter security systems to
access control systems, there’s also a set of
proposals and applications that have been
developed, which seek to solve various problems
that have arisen over time.

Initially, on the way to the automation of door
locking systems, work was done on detecting
movement in front of the door and then moving
on to the identification of persons. In this way
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Britto et al. ®” proposed a Sixth Sense Door,
introducing the concept of motion detection in
front of the door.

According to the study conducted in ©® many
security models for access control included a
combination of RFID technology for
authentication, an LCD for visualization, a motor
for door movement, sensors to query the
environment, an intercom module, and a control
module.

In the patent of ©% a security system was
presented for monitoring and automating a house
with door locking using Raspberry Pi, with
cameras, keyboard, and pi-lids, which is
responsible for rescuing or obtaining the user's
ID. Similar surveillance systems 606D that use
facial recognition for entry, detect the person
standing in front, and automatically if recognized
the door opens, otherwise a notification about
someone unknown is generated on the
homeowner's cell phone. These use IR and PIR
infrared sensors, Raspberry Pi 3B, Raspberry Pi
camera modules, and DC motor. In general, good
results are presented, but for low light (or other)
conditions people were not recognized very
efficiently.

Prarthana Jenifer et al. ®® recently in a study
mentioned the need to protect access to industrial
areas and private spaces within these areas.
Therefore, to improve the secure and automatic
access control of garage doors, they propose the
design of a system with dual access, remote
access to distant locations, and initial access with
a physical authenticator. For the initial access
solution, a fingerprint sensor with a biometric
database is used, and for access to remote
locations of the authenticator, a Virtual Private
Network (VPN) with 10T is used, which through
a web interface enables users to authenticate their
credentials for entry to the desired area. For the
implementation of the system, they used: a
Raspberry Pi 3 in conjunction with the Python

programming language, a fingerprint sensor with
biometric database, a DC engine for opening and
closing the doors, and, finally, they use a Virtual
Network Computing (VNC) Viewer that allows
graphical desktop sharing and connectivity of all
system resources. The main disadvantage was that
the fingerprint sensor used allows 100 copies to
be stored, which for some cases may be too few.
On the other hand, for access to the web interface,
the person must have a smartphone, and although
the use of these has increased a lot these days, it
is possible that someone still does not have one,
decides not to take it to work or is forbidden to do
SO.

An alternative system ©2) integrates the Near Field
Communication (NFC) reader of a smartphone,
which acts as a module to open the entry point
using a logic link control mechanism, and access
permission is granted for code or password
matching. The system allows three modes of
operation; i) through the use of a single button, ii)
through the entry of a password by the user and,
iii) through a video guide that explains to the user
how to obtain the ID and enter the password. This
system is low cost; however, it is dependent on
the smartphone.

Other systems based on GSM technology were
proposed and implemented in ©*%)  These
systems seek in different ways to detect the
presence of a potential burglar or intruder, and
subsequently, send alert notifications via SMS
and activate a buzzer or alarm. Their
implementations are based on a set of sensors
such as infrared (PIR), touch, sound, and heat, and
PIC 16F76 and Atmega 328 microcontrollers
have been used for processing. In © a 5-digit
code is used to unlock/lock the entry point. These
systems present the limitation to collect evidence
of what happens.

In 2014 Kale et al. ©®® conducted a study
comparing computer vision methods and
algorithms that allow providing smarter security
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features. They propose an intelligent home
security system with an illumination-sensitive
contextual model. In addition, they implement a
facial recognition model for intruder detection
and tracking. In their research they presented very
good results, achieving not only intruder
recognition, but they also obtained the ability of
the system to ignore pets, animals, mosquitoes,
etc., S0 as not to generate unnecessary alerts. This
type of system proves to be effective and
economical; it is only necessary an effort in the
implementation and training for the algorithms to
be used.

The door entry system proposed in ©7 s
composed of a switch, a camera, a solenoid and a
speaker, all devices are integrated using a
Raspberry Pi. When a person arrives at the
entrance presses the switch, and immediately the
camera captures the image of this for
authentication by the person inside the house or
office, the speaker is ready to listen to the other
person. Once the user accepts the guest, the
solenoid opens the door. This type of system is
quite basic compared to others already exposed,
but it stands out that its implementation is very
simple, and, in addition, it turns out to be of low
production cost.

In ®8 a facial recognition was performed using
IoT, the system upon recognizing a person opens
the door and displays a greeting with the person's
name, and in case of not recognizing the person,
leaves the door closed. If the person not
authorized to enter tries to do so, his image is sent
as a security measure to an email. In its
implementation, they used a standard USB
camera, a Raspberry Pi, and a stepper motor. The
system also works in real-time. They used the
Labeled Faces in the Wild Database (LFW). In
their work, they mention that they had good
results, although emphasizing that new face
recognition algorithms can be implemented to
improve detection.

Several papers have used fingerprint door locking
(69-71) ‘noting that this method provides the highest
security seen. These systems have used Arduino
and wireless microcontrollers, webcam for
surveillance, fingerprint sensor for door locking,
PIR sensors for motion detection, GSM modem
and, a buzzer and lights as warning methods.

As seen so far, there are several Android
applications built that provide the necessary
security, however, it is noted in 7 that the overall
functioning is quite dependent on these
applications. To solve this, the design of an access
control system with two security methods is
proposed. 1) Through a fingerprint, access to the
application on the phone is secured, and in cases
where it is lost or stolen, the user can change the
method of access to the use of a password on a
web page. 2) The system performs the matching
verification of the IMEI number given in the user
registration process. In the shown results of their
work, a good performance is observed, moreover,
it is a system that integrates several features and
eliminates the dependence on an application. The
disadvantage present in this system is the lack of
a camera for surveillance, which also allows the
capture of important information.

In ™ Kamelia et al. implemented a system
based on Bluetooth, Android, and Arduino. A
design was made to simulate an electronic key
controlled by Bluetooth via the phone. Their
design turns out to be simple and inexpensive due
to the use of open-source technologies.

In 2016, with the work done by Kassem et al. ),
a smart door lock providing security via WiFi was
proposed. This system is developed to improve
the control of complexes with multiple
apartments, and even when an owner has many
keys (apartment, car, etc.). The system is
embedded in the Local Area Network (LAN), the
functionality of the system has been implemented
by generating digital keys with the user's phone,
which is used as the authentication method to
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validate the legitimacy of the identity. To enhance
security, several layers of security are included: 1)
keys are continuously updated, 2) wired
connection, 3) LAN security, and 4) phone
encryption. An additional security method was
added to be able to deactivate the keys of a stolen
(or lost) cell phone. This multi-location, multi-
door solution approach, not seen in previous
studies, is innovative, secure, useful, and easy to
implement. It is only noticeable that in their
design they did not add functions for intrusion
detection and subsequent alarm or notification
production.

So far, is observed that the trend in research has
been to improve the creation of new approaches
and autonomous and intelligent systems for
people access control, leaving aside vehicular
access control. In @y @9 systems based on the
use of RFID technology are proposed to
implement methods of access for cargo trucks and
access to a university campus.

For fueling stations or fuel terminals, a client-
server system was implemented, in which each
client (fueling station) has an RFID reader at the
entrance. When a truck with an RFID tag
approaches, its ID is obtained and sent to the
server where it is compared in the database to see
if it is registered, after which the wvehicle is
allowed to pass. The system showed very good
results in terms of speed of communication,
identification, and security.

Unlike the previous study where the entry and exit
of trucks are always for those registered, in the
situation presented in the university campuses it
is found that there is a large flow of people
belonging to the educational community (who
visit the campus daily), and people who arrive at
certain times (unregistered people). The system
proposed in 9 was implemented in a case study
conducted at the Women's University. Two ways
of entry are proposed, but a first step registration
must be performed, a procedure in which the

license plate of the vehicle is entered and
compared with those registered with the local
entity in charge of wvehicle control. Once the
registration is completed, the vehicles can be
entered, and here there are two ways; the first, for
those belonging to the campus, work in the same
way as the previous system. The second method
of entry, available for vehicles or persons not
belonging to the campus, consists in the
completion of the registration, then employing IP
cameras surveillance and monitoring of these
vehicles is performed to provide greater security.
This dual access method has proven to be very
effective for vehicle access control.

The literature review of the different studies and
documents revealed many systems that have been
created in recent years, all of them with a varied
use in loT devices and technologies, which
depends largely on the purpose, approach, and
particular protection needs, for example, if a
design is needed for access control or perimeter
security. However, similarities have been found
both at the general and particular level in the
categories, of the elements (sensors, actuators,
controllers) used. Thus, a compendium of the
different types of loT devices and technologies
used in PSS is presented in Table 2 below.

3.2. Components for a complete loT-based PSS
solution

Based on the review of the various sources of the
information shown and taking into account
different conditions about the different devices
and technologies (such as their advantages and
disadvantages), as well as the ease and economy
of implementation, a general component diagram
(Figure 2) was made in UML notation, which
integrates the two categories of subsystems, thus
providing a complete loT-based PSS solution.

The diagram shows the general components for
the processing unit, storage, perimeter security
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Component Diagram
Horizontal Property Security Model through loT
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Figure 2. General component diagram for a complete loT-based PSS solution. Source: Own elaboration

subsystem, and access control subsystem. The
model presented is kept simple, seeking to be a
basis or reference for the specific addition of more
(or fewer) devices, based on the particular needs
of a required solution. This is because the
elements that can be included in a system for a
home, residential complex, building, office, etc.,
vary due to adverse terrain conditions, budget,
and other possible requirements.

In the controller component, a Raspberry Pi has
been designated as the representation, since it is
the most used among the different studies
analyzed. However, it should be noted that
different devices can go here, being only one or
more to increase the overall processing
capabilities.

The databases shown in the diagram make up the
storage component of the system. There is both a
local DB (Database) and one in the cloud, seeking
that they can provide different services, such as
visualization of the conditions or status of the
protected site, notifications, possibility to change
the access method, among others. On the other
hand, as mentioned in one of the studies; loT

devices produce a large amount of data (Big Data)
and, therefore, it is necessary to provide ways to
manage them, thus, the DB in the cloud helps the
information to maintain backup and in turn to the
local DB is not filled, affecting the operation of
the system.

It is important to note that the devices themselves
can integrate databases, thus increasing the space.
For example, one of the works cited mentions the
inclusion of a fingerprint sensor with a biometric
database.

In the node representing the perimeter security
subsystem, the following components were
included: cameras for image/video capture or to
include recognition functions, sensors for motion
detection and infrared for people detection, and an
alarm component for specific situations. To make
it an economical solution, the inclusion of an
electric fence was discarded, and the alarm was
provided as a warning mechanism.

For the access control system node, the following
components are provided: a fingerprint sensor as
an authentication method, an engine for opening
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and closing the door, and an event notification
component (such as sending e-mails or SMS).
The use of fingerprint authentication is chosen
because it is a method that proves to be very
secure and efficient, unlike facial recognition
which, despite extending new capabilities (such
as differentiating between people and animals), is
more difficult to achieve a high accuracy rate. It
is also noteworthy that devices enabled for
vehicular access control are not included.

4. Conclusions and future work

In this research it was possible to carry out a
systematic review of the literature, gathering and
analyzing 10 different articles that proposed new
methods, approaches, and systems for the
physical security of properties, such as houses,
banks, offices, buildings, among others. And
later, thanks to the references of these it was
possible to execute in a second phase a systematic
mapping with which it was possible to analyze 40
more studies, thus covering a wider time frame
and breadth of PSS based on IoT.

A theoretical approach was made to the structure
of the PSS, showing the different components that
can be found, such as the surveillance subsystem,
24/7 monitoring subsystem (CCTV), alarm
subsystem, notification subsystem, access control
subsystem and communication subsystem. In
addition, grouping the above into categories for a
perimeter security subsystem, and an access
control subsystem. For these two groups (the
communication subsystem has not been
investigated) it was possible to observe different
proposals, showing the advances, preferences,
and future trends in the field in question.

Finally, with the information gathered on the
proposed systems together with their advantages
and disadvantages, and other considerations, a
table was constructed showing the compendium
of devices and technologies most used for the
design of these security solutions, explaining their

different functions and advantages. In addition, a
basic component diagram model was created,
which represents the integration of the two groups
of subsystems discussed, and which is intended to
be useful and/or a basis for future
implementations of other systems, since it allows
visualizing important considerations related to the
security needs to be covered, considering the
possible  devices, technologies, ease of
implementation and cost for the desired solution.

On the other hand, it should be noted that the
above-mentioned important considerations will
be taken as future work, being a basis in the
definition of the devices and technologies to be
included in the development of a PSS for
residential  complexes, which  will be
implemented later within the execution of the
innovation project that gives rise to this work.

Also, considering the wide use of video
surveillance systems capable of capturing photos,
and that 10T devices have low computational and
storage capacity, it is proposed to search for and
test methods or algorithms to improve the
efficiency of data transmission within the loT
architecture of this type of systems.
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